OcHOBHbBIE OIACHOCTH HHTEpPHETA

(Uudopmanus npenocrasiena KasperskylLab)

[Tonb3oBaTen HMHTEPHETA MOABEPrarOTCS LEIOMY pPANYy MHOTEHIHAIBHBIX
yrpo3, O KOTOpBIX 4Yalle BCEro JAaxke He mojo3peBaroT. KubeprpecTynHuku
HEYCTaHHO HM300pEeTaloT HOBBIE METOAbI 0OMaHa MHTEpHET-TIoJb30BaTenel. Bot
JIMIIb HECKOJIBKO OHJIAH-YIPO3, C KOTOPBIMUA MOYKET CTOJIKHYThCS Ballla CEMBbSI.

. Kpaxa nepcoHaIbHBIX JaHHBIX.

. YTeuku JaHHBIX.

. BpenonocHble mporpaMMbl U BUPYCHI.

. OUIIMHTOBBIE U MOLLICHHUYECKUE JIEKTPOHHBIE MMHChMA.

. IlonnensHbIC CAaNTHI.

. NHTEpHET-MOLIEHHUYECTBO.

. MOIIEHHNYECTBO HA CalTax U B MPUJIOKEHUAX JJIs1 3HAKOMCTB.
. Henpuemiiemplil KOHTEHT.

. KubepOymuHr.

. HeBepHble HaCTpONKH KOHPUAECHIIUATBHOCTH.
OcHoBHbBIE IPaBUJIa 0€30MACHOI0 MOBEJACHUS B UHTEPHETE
Uto0bI N30€KaTh 3TUX OMACHOCTEH, CIICyHTE HAlTUM PEKOMCHIAITUSIM.
1. Ucnoaib3yiiTe HaJesKHOE HHTEPHET-COeAUHEHHE.

Mbl HE peKOMEeHJyeM HCIOJb30BaTh ImyOnuuHbie cetn Wi-Fi, oaHako
MOHMUMAEM, YTO MHOTJIA 3TO HEM30E€KHO, OCOOEHHO JJId T€X, KTO BCErja B IyTH.
BbIxozas B MHTEpHET yepe3 00IIecTBeHHYIO ceTh Wi-Fi, BBl HE KOHTPOJUPYETE €
0€30MacHOCTh, a 3HAYUT, JIETKO MOXETE CTaTh LENbI0 I KuOeprnpecTynHuka. B
ATUX CIy4asiX pEKOMEH]IyeTCsl U30eraTh BBHIIIOJIHEHUS ONIEPALIMI ¢ UCTIOJIb30BaHUEM
MEPCOHANIBHBIX JJAHHBIX — B YaCTHOCTH, MOJIb30BATHCA YCIIyraMu HHTEpHET-0aHKa U
COBEpLIATh NOKYIIKH OHJIANH.

Ecnu 31T1 onepanyy Heo6X0AUMBI, UCTIONIB3YHTE BUPTYAIbHYIO YACTHYIO CETh
(VPN). Ota TexHosorust B peajbHOM BpeMeHU U(PYET BCE JaHHBIE, KOTOPHIE BbI
nepesaeTe uepe3 HEHaNeXKHYI0 ceTb, oOecrieynBas uX 3amuTy. Ecnu BBl He
ucnosibzyere VPN, BO3IE€pKHUTECH OT COBEPLICHUS JMYHBIX TpPaH3aKIUWA 110
MOMEHTA, KOTJIa MOSBUTCSA BO3MOKHOCTh HAJEKHOTO MOAKIIOUYECHUS! K UHTEPHETY.
bonbiie nadopmaruu o VPN MOKHO HalTH 3/1€Ch.



https://www.kaspersky.ru/resource-center/preemptive-safety/public-wifi
https://www.kaspersky.ru/vpn-secure-connection
https://www.kaspersky.ru/vpn-secure-connection
https://www.kaspersky.ru/resource-center/definitions/what-is-a-vpn

2. Ucnoab3yiiTe HA/IEXKHbIE MAPOJIN.

[Taponu — ogHO M3 cambIxX CIa0BIX MECT B cucTeMe KrOepOe30MacHOCTH.
[lonp3oBaTeny 4YacTO  CO3JAIOT  HApOiM, KOTOPHIE  JIETKO  3allOMHUTb.
CrnenoBaTenbHO, 3JIOYMBIIIJICHHUKAM HE COCTaBIIET TpyAa MOA00paTh HMX C
MOMOINIBIO CIEUUATBHBIX TporpamMM. Mcmonb3ys OIWH M TOT K€ Mapoiib s
HECKOJIbKMX YYETHBIX 3aluced, Bbl IMOJBEPracTe CBOU JaHHBIC elle OOJbIIeMy
PHUCKY, B€lb, MOJYyYMB YYETHBIC JaHHBIE OT OJHOTO CaiTa, 3J0yMBIIUICHHUKA
CMOTYT BOUTH U B JPyTH€ Ballll aKKayHTHI.

BriOupaiite Hajie:kHbIE T1apOJIM, KOTOPBIE CIOXKHO Moao0path. HamexxHblii
napoJib 00JaJaeT CIACAYIONIMMHU CBOMCTBAMU:

. JITMHHBIA: MUHUMYM 12 CUMBOJIOB, B ujeaie Jaxe OoJbliie.

. Cno>XHBIN: COAEPKUT 3arJIaBHbIE M CTPOUYHBIE OYKBBI, @ TAKKE
CHELMATIbHBIE CUMBOJIBI U HU(DPBI.

. He oueBuaHbIN: B MapoJie HE UCIIOIB3YIOTCS MTOCIEI0BATEIbHBIC
uudpsl (1234) u nuynas uaGopMaIus, KOTOPYIO JETKO y3HATh WM HAUTH B
WHTEPHETE: Balll ICHb POXKICHUSI, UMS JOMAIITHEr0 )KUBOTHOTO M TakK Jlajee.

. CJIy‘-I&fIHBII?IZ HC COICPKUT 3alIOMHUHAIOIIUXCA COYCTaHUH
KJIaBHIII.

B 3TOM cimyyae MOKeT ObITh ITOJIE3HBIM UCIIOJIb30BAHNE MEHEKEPa apoJIeH.
MeHemxeppl mapojieid IMOMOTaroT CO3/1aBaTh HAJEKHBIE NAPOJIA, XPAHUTh UX B
(G POBOM XPAHUJIUIIIE, 3AIIUILEHHOM €IMHBIM MacTep-MapojieM, 1 aBBTOMaTHUECKU
MOJICTABJIATH UX IIPU BXOJE B YUETHBIC 3aIIUCH.

3. 1o BO3MOKHOCTH BKJIIOYUTE MHOTO()AKTOPHYIO ayTeHTH(UKAIUIO.

MHorodakTopHasi ayTeHTU(UKAIUS — 3TO CIIOCO0 MPOBEPKU MOJTUHHOCTH,
IIPY KOTOPOM JIJIS IOCTYTIA K YYETHOM 3aIKiCH UCTIOJIb3YIOTCS JIBa WIIH O0Jiee MEeTo1a
nposepku. Harpumep, BMECTO IPOCTOro 3apoca UMEHU MOJIb30BATEN S WK MApOJIs
npu  MHOTO(AKTOpPHOW ayTeHTH(DUKAIMK  3alpalliuBacTCs  JOTOJHUTEIbHAS
uH(popmaus:

. JIOTIOTHUTENBHBIN OJHOPA30BbIM MAPOJIb, KOTOPBIA CEPBEPHI
ayTeHTUPUKauuu BeO-caliTa OTNPABISAIOT Ha TenedoH WIM aJpec
AJIEKTPOHHOM IMOYTHI.

. OTBeThI Ha JINYHBIE BOMIPOCHI OE30MTACHOCTH.

. OTtneyaTok manblia Wi Apyras OuomeTrpudeckas nHGpopMaus,
HaIpUMEDP, TOJIOCOBBIC JAHHBIC WM PACTIO3HABAHUE JIHIIA.

MmuorodakTopHass ayTeHTU(UKAIUs CHIXKAET BEPOSATHOCTh  ycrexa
kuOepataku. YToOBbl  3alUTUTh  OHJIAMH-AaKKAYHTBI, PEKOMEHIYyeTCsl MO


https://www.kaspersky.ru/resource-center/threats/how-to-create-a-strong-password
https://www.kaspersky.ru/resource-center/preemptive-safety/protecting-your-data-online-password-manager

BO3MOXXHOCTH  HCIOJIb30BaTh ~ MHOTO(aKTOpHYI0  ayTeHTu(ukauuioo. s
oOecrieueHus: 0€30MaCHOCTU B MHTEPHETE MOXKHO TaK)K€ MPUMEHSATh CTOPOHHHE
MPUIOKEHUS IPOBEPKU MOJIMHHOCTH, Takue kak Google Authenticator unu Authy.

4. O0HOBJIsIIITE MPOrPAMMHOE 00ecleyeHne U ONePAllHOHHYI0 CHCTEMY.

Pa3paboTunku 1NOCTOSIHHO pa®oTaroT Hajx O€30MACHOCTBIO MPOAYKTOB,
OTCJIEIKMBAsI IOCJIEAHUE YIPO3bI U BBITYCKasl NCIPABICHHs 0€30IIaCHOCTHU B CIIy4ae
OOHapyXeHMsI YSI3BHUMOCTEH B MPMIOKEHUSX. Vcmomip3yiiTe mocieaHne BEPCHH
OTIEPAIIMOHHBIX CUCTEM U MPUIIOKEHHM, YTOOBI HE MPOITYCKATh CBEKHUE OOHOBIICHMUS
0e30macHOCTH. JTO OCOOEHHO Ba)KHO IS PUIIOKEHHM, COIep KAINX TUIATEXKHbIE
JaHHbIC, CBEJACHUS O COCTOSHUM 3[0pOBbS U MPOUYK KOH(DUIECHIHAIBbHYIO
MH(POPMAIIUIO MOJIb30BATENS.

5. Yoenurecr B HA1€KHOCTH cCalTA.

HanexHocTh — BaKHBIN aTpUOYT BCEX IMOCEIIAeMbIX BEO-CaliTOB, OCOOEHHO
T€X, HA KOTOPBIX OCYILECTBISIOTCS TPaH3aKIUKU. B 4acTHOCTH, CaliTOB 3JIEKTPOHHOU
kommepruu. Ilpy mepexone Ha HEU3BECTHBIM CaWT NPOBEPHTE, 3ALIUIIEH JIU
oH SSL-ceprudurarom. Anpeca Takux caWtoB HauuHatorcs ¢ HTTPS Bwmecto
HTTP (OykBa S o3HauaeT «Oe30macHbI»), a B aApEeCHOM CTpOKEe OToOpaxkaeTcs
3HAYOK 3aMKa. J[pyrue npu3HaKky HaJEeKHOCTH CaliTa BKIKOYAKOT:

. I'pammaTHuecku npaBUIBHBIA TEKCT 0e3 opdorpaduueckux u
NYHKTYallHOHHBIX ~ OLIMOOK. ABTOPUTETHBIE OpEHIbl MPUKIAIBIBAIOT
3HAYUTENIbHbIE YCUITUS JIJIs1 0OecTIeueH s HaJJIeKalllero KayecTBa CBOMX BeO-

CalTOB.

. KauecTBeHHble H300pa)keHHs, COOTBETCTBYIOIIME ULIMPUHE
JKpaHa.

. OObsBIICHUS, OPraHUYHO BIHMCAHHBIE B CTPYKTYPYy CalTa U HE

HEPErPYKAIOIIHE ETO.

. EnnnooOpa3Hoe 1BeToBoe ohopMiIeHHE U BblAEpKAaHHASA TEMa.
EnBa 3ameTHble M3MEHEHHUs LBETOBOW raMMbl WM CTHJIS CTPAHMLbI, Ha
KOTOPYIO BBl BO3BpalllaeTech IIOCIE IMepexoja IO CCBUIKE, MOTYT OBITh
NPU3HAKOM MOUIEHHMYECKOTO caifTa.

. CornacHo oTpacieBbIM TPEOOBaHUAM, BCE OHJIANH-TPaH3aKLUU
0 KPEIUTHBIM U J1€0ETOBBIM KapTaM JOJDKHBI POXOAUTH Yepe3 MIIaTeKHbIH
IUTI03 MO0 OTIaTa J0JKHA OCYIIECTBIAThCs uepe3 cepBuc PayPal. Ecnu Bam
npeajaraloT MepeyUCIUTh JEHbI'M MHBIM CIHOCOOOM, BEpOSITHO, 3TO
MOUIIEHHUKH.

6. IIpoBepbTe HACTPOIKM MPUBATHOCTH U 03HAKOMBTECH C MOJMTUKAMM
KOH(pUIEHIMAIBHOCTH.


https://www.kaspersky.ru/resource-center/definitions/what-is-a-ssl-certificate

MapkeTosoru, KaKk 1 3JI0yMbIIIJIEHHUKH, XOTAT 3HaTh O Bac Bce. OHU MOTyT
NOJIYYUTh 3Ty HH(MOPMAIMIO W3 HUCTOPUM IMOMCKOBBIX 3alPOCOB U COIMATBHBIX
cereii. Ho BBI MOkeTe KOHTPOJIMPOBATH AOCTYIMHYIO uM uH(popmaimioo. B Be6-
Opay3epax U MOOUIIBHBIX ONEPAIMOHHBIX CHUCTEMaxX MPEAyCMOTPEHBI MapamMeTphbl
JUIs o0ecreueHrs KOH(PHUACHIMATBHOCTH B MHTEepHeTe. Ha caiiTax coruanbHbIX
cereit, Takux kak BKonrtakre, LinkedIn u mpoune, mpemycMOTpeHbl mapaMeTphbl
oOecrieyeHus: KOH(MUIECHIMATBHOCTH, KOTOPHIMHU BBbI MOXETE YHPAaBIATh. MBI
PEKOMEHIyeM XOPOIICHBKO Pa3o0paThCs ¢ mapaMeTpaMu KOH(MUICHITNATLHOCTH U
HACTPOHTH YUETHBIC 3aMHCH TaK, KaK BaM KOM(OPTHO.

MHorue npuHUMAIOT YCJIOBUS MOJMUTUKH KOHPHUACHIMATHHOCTH, HE YNTAas.
OpHako OTpOMHOE KOJMYECTBO JIAaHHBIX 0OpabaThiBaeTCs B MAapKETHHIOBBIX H
pEKJIaMHBIX (M MPECTYNHBIX) LENIX, MO3TOMY PEKOMEHIYETCS O3HAKOMHUTBHCS C
MOJINTUKAMU KOH(UIEHIUATBHOCTH UCHOJb3YEMbIX BEO-CATOB M MPUIIOKEHUN U
HOHSTh, KaK OCYILECTBISETCS cOOp U aHanu3 naHHbIX. Ho maxke eciiy Bbl 3aKpbUIN
MIOCTOPOHHHUM JOCTYIl K CBOMM JIaHHBIM, HE CIIEIyeT 3a0bIBAaTh, YTO OOECIEUYUTH
NOJHYI0 KOH(QUICHIMAIBHOCT B HUHTEPHETE NPAKTHUUECKH HEBO3MOXKHO.
3I10yMBILIEHHUKH, aAMUHUCTPATOPBI BEO-CaTOB U IPABOOXPAHUTEIILHBIE OPTaHbl
MOTYT MOJIYYUTb JOCTYIN K UHPOPMAIMH, KOTOPYIO Bbl CYUTAETE 3aKPHITOM.

7. C.]IeIlI/ITe, 0 KaAaKUM CCbIJIKaAM BbI IIEPEXOUTE.

OMH HEOCTOPOKHBIN MEPEXO/T IO CCHUIKE — M BaIlIA JTUYHBIC TaHHBIC TTOTIAIN
K 3JIOYMBINIJICHHUKAM WU YCTPOUCTBO ObLIO 3apa’KEHO BPEIOHOCHOU MPOTPaMMO.
[TosTOMYy Ba)KHO CIIEUTH 3a TE€M, 10 KAaKUM CCBUIKaM BBl TIEPEXOJIUTE, U U30eraTh
OTPENICJICHHBIX TUIOB KOHTEHTA: CCHUJIOK M3 HEHAJEKHBIX HCTOYHUKOB, CIaM-
COOOIIEHUM, OHJIAWH-BUKTOPUH, KIUKOEHTHBIX 3aroJIOBKOB, «OECIJIATHBIX)
IIPEIOKEHUN U HEXKEIIATEIIbHON PEKJIaMBl.

HpI/I IMOJIYUYCHHUH JJICKTPOHHOI'O IIMCbMd, B IIOJJIMHHOCTH KOTOPOI'O BEI
COMHCBACTCCh, HC IICPCXOAUTC 110 COACPKAINMCA B HCM CCbLJIKAM M HC OTKprBaﬁTe
BJIOXKCHHMS.

Pekomennyercss BooOIIe HE OTKpbIBaTh Takue cooOlieHus. Eciu Bbl He
yYBEPEHBI B MOJIMHHOCTH 3JIEKTPOHHOTO MUCHhMa, 00PAaTUTECh HEMOCPEACTBEHHO K
otnpasuTento. Hanpumep, npu mojgydeHUH MOAO3PUTEIBHOIO MUChMa SIKOOBI U3
Ballero 0aHka MOo3BOHUTE B OAHK U CIIPOCHUTE, IEUCTBUTENIBHO JIM MUCHMO MPHUIILIIO
OT HUX.

[Tpu mpocmoTpe caiita yoeauTech, 9TO EPEeX0/1 IO CChUTKaM OCYIIECTBIISETCS
Ha CTPAHUIIBI CO CBA3AHHBIM WUJIM OKHUJAEMBIM COAepKUMbIM. Hanpumep, eciu Bb
NEepPexXouTe TO CChUIKe Ha omnucanue cadapu B Adpuke, HO BMECTO ITOTO
ToTaaeTe Ha KIMKOSHTHYIO CTPAHUILy O TOM, KaK MOXYAeTH 3HAMEHUTOCTH, UJTH Ha
CTaThIO ¢ 3aroyioBKoM «I e oHm ceitgac?y, HEMEJICHHO TIOKHHBTE ATY CTPAHUILY.


https://www.kaspersky.ru/resource-center/threats/types-of-malware

8. Y0eaurech, UTO Ballld YCTPOICTBA 3aIMIIIEHBI.

Oxkoto 60% 1moab30BaTesIei UCMOAB3YIOT MOOWJIBHBIE YCTpOWCTBA ISt
COBEPIIICHUS MOKYIOK M TOWCKa WHGOPMAUK B MHTEPHETE TOpas/io daile, 9eM
KOMITBIOTEPHI, W TaKU€ YCTPOWCTBA JIOJDKHBI OBITh HAJIEKHO 3alIUIICHBI.
PexoMeHIyeTCsT HMCMHOJIb30BaTh MapoJid, CEKPETHBIE KOJbI W JPYrue CpeicTBa
0€30MacHOCTH, TaKU€ KAaK CUMUTHIBAHUE OTIICYATKOB MAaJIbLIEB WM TEXHOJOTUIO
pacrno3HaBaHUsl JIMIIa Ha BCEX YCTPOUCTBAX: TenaedoHaX, KOMIIBIOTEpaX, IIAHIIETaX,
YMHBIX 4Yacax, YMHBIX TEJEBU30pax U JPYyTHX YCTPOHUCTBaX. OTU MEPHI
0€30MacHOCTH CHU3ST BEPOSITHOCTh KHOEpaTaku WM KPaKHU BalllUX JUYHBIX
JTAHHBIX.

9. PerysisipHO BBINOJIHANTE pe3epBHOE KONMPOBAHUeE.

Cnenyer uMeTh pe3epBHbIE KOMUM BaXKHOW JIMYHOW HWH(MOpManuu Ha
BHEIIHUX JKECTKMX JIMCKAaX W PpEryJIpHO CO3/1aBaTb HOBBIE PE3EpPBHBIC
Konuu. [[porpaMmeI-BbIMOTaTeNId —  3TO  THI  BPEIOHOCHBIX  MPOTPaMM,
OJIOKUPYIOUIMX KOMIIBIOTEp M HE TMO3BOJSIOLUIUX IMOIYYUTh JIOCTYH K Ba)KHBIM
¢daiinam. Pe3epBHOe KONMMpOBaHWE JAHHBIX MOMOraeT MHUHHMH3UPOBATH
HETaTUBHBIE MOCIEICTBUS aTaK IporpaMM-BeIMOraresnen, a cnenuainsHoe 110 ms
3alUThl TIOBBICUT YpOBEHb Bamie Oe3omacHocTH. EcTh U Apyrue THIBI
BPEJOHOCHBIX MPOTPaMM, KOTOPbIE€ OJOKUPYIOT TOCTYM K MEPCOHATBHBIM JIaHHBIM,
CO3/1aBasi YpE3MEPHYIO HArpy3Ky Ha CUCTEMY, WIH IIPOCTO YAAISAIOT (haiiibl.

10. Yaanure HeHCNOJIb3yeMble Y4eTHbIE 3alMCH.

Y MHOTHX €CTh YY€THBIE 3allMCH, KOTOPbIE JaBHO HE HCHOJIb3YIOTCA. Mx
HAJIMYUE MOXKET CTaTh UCTOUHUKOM YSI3BUMOCTEU MPU UCIIOJI30BAHUU UHTEPHETA.
Crapbie yueTHBIE 3aliCH YaCTO UMEIOT 0oJiee ciiadble apoiiu, a CAlThl, Ha KOTOPBIX
OHU HCIOJIb30BAJIMCh, MOTYT MMETh HEHAJIC)KHYIO TMOJIMTUKY 3alUThl JAHHBIX.
Kpome Toro, mo pgaHHBIM B CTapbiX MNpOPUISX COIMAIBHBIX CeTel
KHOEPIPECTYITHUKH MOTYT coOpaTh O Bac pa3liMyHbIC JaHHBIC, HANpUMEp, AaTy
POXKICHUS U MECTOHAXOXKJIEHUE, W HCIMOJb30BaTh MX JIS MOCICAYIOIIEH aTaKu.
[ToaTOMY MBI PEKOMEHYEM YIAIUTH CTAPHIC YUYETHBIEC 3AMUCHA U OTIPABUTH 3asBKY
Ha yJaJICHUE BAIIMX JAHHBIX CO CTOPOHHUX CEPBEPOB.

11. ByabTe 0CTOPOXKHBI € 3arpy3KaMHU.

[lenb 37M0YMBINUJIEHHUKOB — 3aCTaBUTh Bac CKayaTb BPEIOHOCHYIO
MporpamMMy, KOTOpasi OTKPOET UM JOCTYIl K BalleMy YCTPOMCTBY. BpemoHOCHbIE
MPOTrpaMMbl MOTYT OBITh 3aMacKUpOBaHbI o1 Jitooboe 110, HaunHas ¢ MOMyJISIPHBIX
UTP U 3aKaHYWBAS MPUIIOKCHUSIMH JIJISI IPOBEPKH MOTOBI UM HATMYUS MPOOOK Ha
nopore. Kpome Toro, oHu MOTYT OBITh CKPBITHI Ha CO3/IaHHBIX 37I0YMBIIIJIEHHUKAMU


https://privacysavvy.com/security/mobile/secure-android/
https://www.kaspersky.ru/resource-center/threats/ransomware

Be0-caiiTaXx, KOTOPBIC THITAIOTCS YCTAHOBUTH BPEJOHOCHBIE TIPOTPAMMBI Ha Ballle
YCTPOMCTBO.

BpenoHocHble TporpaMMbl HAHOCAT yIepO: HapyIlalT paboTy yCTpPONCTBA,
KpaayT JIMYHBIE J[aHHbIE, MPEAOCTABISIIOT HECAHKIMOHUPOBAHHBIA JOCTYyH K
KOMITbIoTEPY. OOBIYHO 1711 3arpy3KH BpPEJOHOCHBIX HPOrpaMMm TpeOyeTcs psf
JEHCTBUI CO CTOPOHBI MOJb30BATEINA, HO BCTPEYAETCA TAKXKE 3apakKCHHUE IyTEM
CKPBITOM 3arpy3kKd, KOrjJa BeO-caiT TBITaeTCS YCTAaHOBUTH BPEAOHOCHBIE
IporpaMMbl Ha KOMIIBIOTEp, HE CIIpallMBas IPEABApUTEIBHOIO pa3peIICHHUs.
BynbTe 0cTOpOXKHBI IPU NIEPEX0/I€ HA HEU3BECTHBIN CANUT U MpH 3arpy3ke 00bEKTOB
Ha YCTPOWCTBO, 3arpykaiiTeé KOHTEHT TOJBKO M3 HAACKHBIX WU O(PHUIIMATBHBIX
UCTOYHHUKOB. PerysisipHO mpoBepsiiTe NManky 3arpy3kd U HEMEIJICHHO yAAJIANUTe
HEU3BECTHBIC (halJIbl — OHM MOIJIM TOMNAacTh Ha Ballle YCTPONCTBO B pe3yibTaTe
CKPBITOM 3arpy3KH.

12. ByabTe 0CTOPOXKHBI € My0JIHMKAUSIMH.

B uHTEpHETE HET BO3ZMOXKHOCTH yJal€HHs OIyOJIMKOBAaHHOW MH(OPMALIUU.
Bce onyOnukoBaHHbIE KOMMEHTApUU M U300paKEHUsI MOTYT HABCEI/la OCTaThCs B
Cern, NOCKOJIBKY ITPH yIaJIEHUW OPUTMHAJA BBl HE yIAIIAE€TE KON, KOTOPBIE MOTJIH
caenarb Jpyrue nosb3oBaTenu. [locine myOnukanuu KOMMEHTapus YXKe HET
BO3MOYKHOCTH «B35iITb CBOM CJIOBa OOpaTHO», TaKKe HEBO3MOXXHO yAAJIUTh
OIyOJIMKOBaHHOE KOMIIPOMETHpYIoliee n300paxenue. Eciau Bl HE XOTUTE, YTOOBI
Ballly NMyOJUKALMIO YBUIEIU POJUTENN WM MOTEHUMANbHBIM padoTOJaTENb, HE
CTOMT MyOJIMKOBATh 3TOT MaTEpHall.

N OynpTe OCTOPOXKHBI, MyOJUKYs JUYHYIO MH()OPMALMIO B MHTEPHETE: HE
yKa3blBaliTe HOMEpP COLMAIBHOIO CTPAaxOBaHWs, aApec M JarTy pOXKACHUS B
npoPuisgX couuanbHbBIX ceTeid. B peasbHON KM3HM Bbl Obl HE CTaM COOOIIATH
JUYHbIE JaHHbIE HE3HAKOMIaM, U TOYHO TaK K€ HE cleayeT MyOJMKOBaTh UX B
WHTEPHETE U JIe]aTh JOCTYMHBIMA MIJIJTMOHAM MOJIb30BaTENEH.

CoburomaiiTe OCTOPOKHOCTh TMPHU TPENOCTABICHUU aapeca AIICKTPOHHOMN
nouThl. [lojie3HO WMETh JIONOJHUTENBHYIO BPEMEHHYK) YUYETHYH) 3aluCh
AJEKTPOHHOM TOYTHI, HCHOJIB3YEMYIO HCKIIOUUTEIBHO JJIsl PETUCTpPAlUd U
noamucku. OHa JOJDKHA OTJIMYAThCA OT paboueld W OT HCIHOJIB3yeMOM JIs
MEPETUCKHU C APY3bsIMU U OJTU3KUMU.

13. ByabTe 0CTOPOKHBI C OHJIANH-3HAKOMCTBAMHU.

Bamm HHTCPHCT-3HAKOMBIC HC BCCT 1A ABJIAIOTCA TCMHU, 3a KOI'O cebs BBIAAIOT.
Onn MOI'YT AaXC€ HC SABJIATHCA PCAJIbHBIMHU JIIOAbMH. HCHOJ’IBSYH IIOAACIBHBIC
HpO(l)I/I.HI/I B COOUAJIBHBIX CCTAX, 3IOYMBINIJICHHHUKH OXOTATCA 3a HCOCTOPOKHLIMH
IMOJIB30BATCIISIMU C LCJIBIO KPpaKKU UX CPCACTB. K COHH&HBHOfI KU3HHU B MHTCPHCTC
CTOUT OTHOCHUTBCS C TaKOH XKeE OCTOPOXXHOCTBIO, KaK U K COI_[I/IaJ'IBHOI\/'I JKHN3HU B



peaibHOM MHpe. ITO 0COOEHHO Ba)XKHO B CBSI3U C BO3POCIIMM B TOCJEIHUE TOJIbI
KOJIMYECTBOM CJIYYaeB MOILIIEHHUYECTBA B cpepe OHJIaH-3HAKOMCTB.

14. IlepenpoBepsiiite nHGOPMaNUIO, HANJCHHYIO B HHTEPHETe.

K coxanenuio, B UHTEpHETE MPUCYTCTBYET OOJBIIOE KOJUYECTBO
MO//ICJIbHBIX HOBOCTEH U JIOXKHBIX CBEJICHHI. B moToke mojiydyaeMoi exxeHEeBHO
uH(OpPMAITMU JIETKO TIOTEePAThCS. EciM BB COMHEBAETECh B JIOCTOBEPHOCTH
MIPOYUTAHHON HH(POPMAIIUU, TPOBEIUTE COOCTBEHHOE NCCIIEAOBAHNE U YCTAHOBUTE
peanbHble (hakThl. Ha HafexxHBIX BeO-calTax, KaK MpaBUjIo, MPUBOIITCS CChUIKU Ha
MEPBOMCTOYHUKHU. a HA TMOJO3PUTENbHBIX CTpaHUIAX BOOOIE HE MPUBEACHO
HUKAKHUX CCBhUIOK. BBl MOJKETE€ 03HAKOMUTBLCS C PEKOMEHJIAIIMSIMU 110 BBISIBJICHUIO
(hellKOBBIX HOBOCTEH 3/1€Ch.

15. Ucnosib3yiiTe XOPOIIMH AHTUBHPYC U PEryJsipHO OOHOBJIAMTE €ro.

[ToMmumo coOmtoieHUsT peKOMEHAAIMi MO0 00ecreyeHu0 Oe30MacHOCTH B
UHTEpPHETE,  Ba)XHO  HCIIOJNB30BaTh  HAJEKHOE AaHTHBUPYCHOE  DEIEHHUE.
[IporpammHuoe o0OecrieueHue Juisi 0€30MaCHOCTH B UHTEPHETE 3allUIIAET YCTPOMUCTBA
U JJaHHbIE U OJIOKUPYET HE TOJIBKO PacIpOCTPAHEHHBIE YIPO3bl, TAKUE KAK BUPYCHI
U BpPEIOHOCHBIE MPOrPaMMbI, HO M KOMIUIEKCHBIE aTaKd C HCIOJb30BAaHUEM
MPUWIOKEHUN-IIIMTHUOHOB, IH(PPOBATBIIUKOB U MEKCAUTOBOTO CKpUlTUHTa. Kak u B
cllydae ¢ ONEepallMOHHBIMU CUCTEMAaMU U MPUIIOKEHUSIMHU, aHTUBUPYC HEOOXOAUMO
PEryJsipHO OOHOBIIATH, YTOOBI MOTYYaTh 3aIUTY OT HOBEHUIINX KHOEPYTpo3.

Tpu npaBu/Ia HHTEPHET-0€30MIACHOCTH JIA 1eTel

Bonbimias gacTe mpaBmil 0€30MaCHOCTH B MHTEpPHETE aKTyalbHa Kak JJis
B3POCIIbIX, TaK U i AeTeid. OnHako 0OBSICHUTh UX JIETSIM HE Bcerna jerko. [etu
MOTYT COBEPIIEHHO CJIy4alHO BBIIaTh 3JIOYMBINUICHHUKAM HWH(OpMaIuio,
OTKPBIBAIOIIYIO TOCTYM K BauM cucreMam. OOy4uB ieTeit OcCHOBaM 0€301acHOCTH
B UHTEPHETE, Bbl CMOKETE 3aLIUTUTh YCTPOWCTBA BALLIEW CEMBU OT HENPUATHOCTEN.
BoT Tpu TeMbl, KOTOpbIE HYKHO OOCYIUTh C PEOCHKOM.

Hudposoii caen

[udposoii cien, KOTOPBI OCTABIISAET B MHTEPHETE KAXK/bIM MOJIb30BaATENb, —
Ba)KHAsI KOHIICTILIMSA, O KOTOPOW AETSIM HYXHO 3HaTh. Pacckaxkure peOeHKy, Kak
uHbopMalus, TMoMnaBliass B HWHTEPHET, CTAHOBUTCS JOCTYIHOM JPYTUM
MOJIb30BATEISIM M KaK OHM MOTYT €0 BOCIIOJB30BaThCS (HAMpUMEp, ajapecaMu
AJIGKTPOHHOM TMOYThl M HAa3BaHUAMU YYETHBIX 3alHUCel, KOTOpbIE COJEpKaT
NEPCOHAJIBHBIE JaHHbIE, MOTYT BOCIOJIB30BaThCS 3JI0YMBIIIIEHHUKHN). OOcynute
3Ty TeMmy OoJiee MPeAMETHO: HapUMep, TOTOBOPUTE 00 0OMEHE KOHTEHTOM (uepes
COLIMaJIbHBIE CETH, UTPOBBIE AKKAYHTHI U 3JEKTPOHHYIO MOUTY). YeTKo 00bsICHHUTE,
KaKkue JaHHbIE HENIb3s NMyOJMKoBaTh B MHTepHeTe (potorpaduu, aapeca, HoMepa
TeneOHOB, MTOJTHOE UMS).
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IMapon

HazgexHblil maposis — HeOThbemIIeMasi 4acTh 3allUThl OT KuOepyrpo3. Cambiii
poCTOM croco0 caenarh nuppoBoi Mup Ge3onacHee JJis Balle ceMbU — HAyYUTh
pebeHKa co3/1aBaTh CIOKHbBIE MapOJIH (COCTOSIINE KaK MUHUMYM U3 12 OykB, nudp
U CIEHUAJbHBIX CHMBOJIOB) M HaJEKHO XpaHUTh uX. C 3TON 3amadeil MOMOKET
CIPABUTHCS MEHE/DKEP TMaposeil, KOTOPbI aBTOMAaTUYECKHU 3aIlOIHSIET y4YETHbIE
JTAaHHBIC HA CalTax.

OO01enue ¢ APyruMu NoJib30BaTeIsIMHU

Pacchiika cooOrieHnii — OJJUH U3 CaMbIX MOMYJSIPHBIX CIIOCOOOB OOMaHyTh
XKEPTBY B MHTEpHETE. DTO OJJHA M3 BAKHEHUIIINX TeM, KOTOPYIO HY)KHO 0053aTeITbHO
o0cyuTh ¢ pedeHkoM. [Ipexae Bcero oObsICHUTE, KaK OMPEACIIUTh, YTO CCHLIKA,
3arpy3ka WM MHUCbMO OT HE3HAKOMIlA, 3alpallvBalolIero JIMYHBIC JIaHHBIE,
SBJISIIOTCS] OTIACHBIMU, M KaK U30exath HenpusitTHocTel. bosee moapoOHo obcyauTe
MpU3HAKK (PUIIMHTOBBIX aTak U MOJJIETbHBIX BeO-caliToB. Kpome TOro, Ba)kHO
HAay4YduTh peOCHKA MpaBWJIaM OOIIEHHS B MHTEpHETE. B ceTu, Kak U B peajbHOM
MHpPE, BOXKHO OCTAaBAThCS OCTOPOXHBIMH W BEKJIMBBIMH, YMETh PAacIO3HABATH
TPaBJIIO U HE BCTYyNaTh B KOHTAKT C TEMH, KTO MbITACTCS Bac TpaBUTh. PacckaxuTte
pebeHKy 0 KuOepOyJUTMHIE U O TOM, KaK OCTaBaThCsl 100POKETaTeIbHBIM K CBOUM
cobecenuukam B Cetu.
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